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Welcome - Lock the Bad Guys out of your USB ports!

Block Untrusted USB Memory Stick Activity in Office.

Whether you're an IT professional, a small business owner, or just someone who cares

about sensitive data security, MyUSBOnly can help protect you against data theft.

MyUSBOnly will help you secure your PCs endpoints. You will be able to restrict the use of
the USB ports and other endpoints on your desktop PC or notebook and effectively

prevent unwanted data introduction or data leakage from your PC.

Secure Your Files: Stealing information - or just reading it without permission - is a lot
easier than it used to be. All you have to do is stick a USB thumb drive into a port, copy

some files, and put the drive back into your pocket.

Yes, a lot of us are pretty careful about encrypting our backups, and the info we send over
the internet, but then leave a big hole in our security by not protecting our files from being

copied to a drive that fits in a pocket and can easily hold all our private information.
MyUSBOnly lets you:

Prevent data theft by blocking all but your trusted USB storage devices. Stop your files
from walking away on thumb drives, mp3 players, flash cards, smart phone devices and
portable USB hard drives. Plus, it can secretly log all USB connect and disconnect activity

and let you view from cloud center.

* Administer all your USB plugs in/out on internet anywhere and
anytime
Login our web-based platform and all the USB plugs of your devices are under your

control.

* Prevent data leaks (DLP) from smart phone devices
Prevent data leakage risk from smart phones and other new devices, while allow only

power charge.

* Whitelist by devices
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It will check a whitelist of allowed devices by USB brand (if you want to allow a certain
USB brand that is used by the company) or by serial number (for specific USB devices you

want to allow).

* Handy reports ready for you
We design handy reports summarizing what users did through the plugged USB devices.

You can access them with your desktop or mobile devices!

* Assign USB devices into groups
With device groups feature you can easily specify a group of devices to a computer

desighated department.

* Run it invisibly
So you can catch, as well as deter, problem coworkers, visitors, family members, or

managers.

* Performing software updates instantly
You can upgrade software to remote computers by using web cloud control panel.

* Easy to install
You don’t have to bother server issue. Cloud takes care of it.



MyUSBOnly USB Port Security - User Guide

System Requirement

The following environment components are required for the correct installation and
operation of the MyUSBOnly:

Operation System Windows XP SP3, Windows 2003, Windows Vista
(32bits/64bits), Windows 2008 (32bits/64bits), Windows 7
(32bits/64bits), Windows 8 (32bits/64bits)

Hardware Pentium Processor

256 MB RAM

40 MB HDD Space

USB Mass Storage Devices

Software None

Important Notes

& We suggested that you can disable the auto-run or auto-play features in Windows
XP and Windows 2000 operating system if you are using a U3 USB smart
drive. (U3 Launchpad emulates itself as a virtual CD drive in the Windows
operating system and uses the built-in Autorun and AutoPlay features in Windows
to start the U3 Launchp adautomatically.)

¢ Is it possible to hide MyUSBOnly tray icon completely. If you choose to disable
show up the icon in tray area you can press Ctrl-F5 to restore the main window.

¢ If you've got MyUSBOnly not from our web site, but from the other source
(magazine CD or some software library), please visit our home page
(www.MyUSBOnly.com) - you'll probably find the later version.

IMPORTANT:

If you've got MyUSBOnNly not from our web site, but from the other source (magazine CD
or some software library), please visit our home page (www.MyUSBOnly.com) - you'll
probably find the later version.
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FAQ —-How to install a trial version MyUSBOnly?

If you need to install MyUSBOnly trial version, then you need to complete the following

steps:

1. First, open the site www.MyUSBOnNly.com, and click on the page "DOWNLOAD" link to
jump to MyUSBOnly trial version download page, on this page you can download the

trial version of the latest MyUSBOnly software.

|

\
§ MV only Lock the Bad Guys out of your USB po ‘\Q(

—
BUY NOW = DOWNLOAD = SUPPORT ¥ | PARTNERS @ | PRESSROOM | CONTACT

a0

Free Download Gw.msmly.eom)

P You can download a free 27-day trial version of MyUSBOnly. This version is not limited in functionality and you may use it for 27 days with no obligations. Within

this period you can evaluate MyUSBOnly and decide whether to buy it or not

No Credit Cards Required. Try it for Free

Download MyUSBOnly

¢ Released: 9.0 (August 20th, 2013)
v Operating System: Windows 7, Windows 8, 2008, Vista, XP SP3
¢ Fully functional 27 day trial

File Size: 7.6Mb

r 100% clean. NO spyware or adware

DOWNLOAD &

MyUSBOnly is now available in English, German, French, ltalian, Dutch, Chinese, Spanish and Portuguese, and support for other languages is forthcoming

Tips: We also provided msi packages, usually msi packages are provided for system administrators who would have the need to mass deploy the sofiware to
several machines over a network. If you are sure you want this package, click here to download msi package.

2. After the download is complete, run MyUSBOnNIy setup file. Make sure you execute the
setup file as Administrator permission, simple flow the setup instruction to complete
the MyUSBOnly installation.

3. When you have completed the installation, the MyUSBOnIly will automatically run
(MyUSBOnNly will automatically run after computer boot) and always protect your USB
port on your computer.

FAQ -How to buy and install the paid version of MyUSBOnly?

If you need to purchase the paid version of MyUSBOnly, then you need to complete the

following steps:

1. First, open the site www.MyUSBOnNly.com, and click on the page "BUY NOW" link, and
then according to the prompts on the website to complete the order and payment
(Input your e-mail address during order process).
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MyUSBOnly Pricing List (sowe.1yusBonly. com )

NOTE: All prices are in US

The renewal fee will be 5

ars, include a free 12-month subscription plan for technical support, sofiware upgrades and cloud report and manage access

6 of the list price of the software you purchased

A DISCOVER 2 Pal
isa (@) " @ o
All Purchase Now Include Cloud Report Features. Special Offer Now! Limited Time Only.
License Price, USD ($) Order

2. When the payment is completed, you will receive your MyUSBOnly License information
with account and password. Next, please open the site www.fetchlog.com, and use the
email account and password to login to MyUSBOnly Report and Management Console,
you can click on "Add Computer" to download the latest paid version of MyUSBOnly
setup file in a ZIP format archive.

HY{JSBOHIY Cloud 1ew Quick Search View Log ¥ MNanage ¥ CTE Adnin v =
Tar

m Shortcut Menu

Jl Overview
Q Quick Search Get Start Add Computer Take Overview
VIEW LOG . . _ )
Recent Period Overview Click on the bar for detail
1 Summary
B Device Log 18000
& File Log 16000
MANAGE 14000
¢) Computers 12000
B Devices 10000
= Whitelis 2000
A User Group 5000
£ Client Settings
4000

3. Double click on the ZIP file, and then run MyUSBOnly setup file. Make sure you
execute the setup file as Administrator permission, simple flow the setup instruction to
complete the MyUSBOnly installation.

4. When you have completed the installation, the MyUSBOnly will automatically run
(MyUSBOnNly will automatically run after computer boot) and always protect your USB
port on your computer. If you need to change settings of MyUSBOnly, please login to
MyUSBOnly Report and Management Console.
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FAQ —-How to upgrade from the trial version to MyUSBOnly

paid version?

If your computer is currently installed MyUSBOnly trial version, and you want to upgrade

to the paid version, you will need to purchase a MyUSBOnly paid version (see "How to buy

a paid version MyUSBOnly"), after payment is made, you will receive e-mail with License

information, you can use this License Key to upgrade to the paid version, the specific

practices are as follows:

1. Click in the system tray MyUSBOnly icon, and select "General Setup" from pop-up
menu.

eneral Setup

Releaze for Authentication

(3o ta YW'eh Repart Center

S afely Remove Hardware

About

2. In the password prompt box, enter the Admin & Uninstall Password (the default
password is 000000).

LUSB Setup Window

Setup Windaow P

A

0oo00o

Default Pazzward iz 000000

[ Confirm ] [ Cancel ]

3. The main interface will show after enter valid password, please select "Enter License
menu, and then in the text box, enter your MyUSBOnly License Key and click on
"Validate License" button, if License is valid, the software will become a paid version
(You may need to wait for few minute during converting trial version to paid version).
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> (DEMO) MyUSBOnly 2013 9.0 by IceDeep M=3
File Setting Help

M g Us Ben Iy Lock the Bad Guys out of your. USB ports
| | = A FER —

Preference Corveertsz the zoftware from trial [expiing] to fully ieenzed

Pleaze enter your license number here:

General Setup

Device 'whitelist Walidate License
Mirimize Application Mote:
Biup Mow You will receive pour license number by email after purchaze.

. our icenze number will be displaged in the format
Enter Licensze

About

4. There is another way to convert from a trial version to the paid version, you can login
to MyUSBOnly Report and Management Console (i.e. site www.fetchlog.com), go to
the page "Add Computer" to download the latest MyUSBOnly paid version, just install
this paid version.

FAQ - How to perform an unattended installation of
MyUSBOnly?

If you want to deploy MyUSBOnly as unattended installtion, then please follow these
steps:

1. In the browser, open http://www.fetchlog.com/dload/setup.msi and download MSI
installation package.
2. Login to Report and Management Console http://www.fetchlog.com and click on the

"Client Settings" page, at the bottom of page you can find your License Key.



MyUSBOnly USB Port Security - User Guide

3. Use the Windows command prompt program (i.e. cmd.exe, for Windows Vista and
later operating systems, please Run the command prompt program as administrator)
to run your MSI installation package, and add the parameter UPLOADKEY=your
License key
The License Key can be found on the "Client Settings" page of Report and Management
Console
Example command:

msiexec /qb /i setup.msi UPLOADKEY=your License Key

FAQ - How to quickly perform mass installation on multiple

computers?

If you need to mass install on multiple computers with MyUSBOnNIy paid version, then you
can log on the web site www.fetchlog.com then by clicking the "Add Computer" to
download the latest version of MyUSBOnly. You can copy the zip package to other
computers which you want to install MyUSBOnly, and then on each computer to unpack
zip package and execute setup file to perform installation, you don't have to download the
setup package again from www.fetchlog.com, the same setup file package can install to
multiple computers.

FAQ - How to calculate the License you have used?

If you purchase a 10 MyUSBOnly License, you can install MyUSBOnly on 10 machines. If
one of the particular computer broken or reformat, then you can free-up the license as
instruction below:

Login to Report and Management Console and delete the computer from the list, you can
then free-up the license and re-install MyUSBOnly into your new machine.

If you want to transfer License from one machine to another, first, please uninstall the
MyUSBOnly program, and Login to Report and Management Console and delete the
computer from the list, you can then free-up the license and re-install MyUSBOnly into
your new machine.

FAQ - How to change the configuration of MyUSBOnly?
MyUSBOnly provides powerful web report and management capabilities, which can
unified configuration and management of all installed MyUSBOnly computers, so you no
longer need to be configured individually MyUSBOnNly locally, if you need to change the
configuration, please open and login to the site www.fetchlog.com, then go to "Client
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Settings" page to perform unified configuration and management, more information can
refer to MyUSBOnly Report and Management User Guide.

FAQ —MyUSBOnly how to add a trusted USB storage device?

You want these trusted USB storage device can be able to used directly, without the need

to enter MyUSBOnly password, which you will need the following steps:

1. Plug-in your USB storage device, then wait a moment, MyUSBOnly will pop up a
password prompt box, enter valid password before you can continue to use the USB
storage device.

The palicy =&t for thiz computer prohibits the
uze of thiz unauthorized storage dewvice.

Kingston DTLocker+ USB Device

Click Allow or Digmizs to change the device
PEMIESI0nE,

Allow ] [ Dizmizz

FRequire Pazzword:

L 404 PM

2. After entering the password, please click on "Allow" button, if you enter a password for
Admin & Uninstall Password, then MyUSBOnly will accept your USB storage device and
added to the default group of white list, so next time you insert the same device,
MyUSBOnly will no longer require you to enter a password. If you enter the Guest
password, then MyUSBOnNly will only allows you to use the device this time, when you
unplug the device then re-inserted, MyUSBOnly will still require you to enter password
again. About Admin & Uninstall passwords and Guest passwords more information,
please refer to MyUSBOnly Report and Management User Guide.

When you have a lot of USB storage device, and you will need to add these devices into

white list, MyUSBOnly has provided you with a better procedure, as follows:

1. Get ready of your USB storage device you like to add to white list, and then click in the
system tray MyUSBOnly icon and then select the menu "General Setup"
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General Setup

Releaze for Authentication

G0 to 'wWeb Report Center

Safely Remove Hardware

About

2. In the password prompt box, enter the Admin & Uninstall Password (the default
password is 000000).

LI5SB Setup Window

Setup Windaw Pas

|

S

0ao0a0

Default Pazzwiard iz 000000

[ Confirmn ] [ Cancel ]

3. Enter the valid Admin & Uninstall password when prompt, the MyUSBOnly main
interface will pop up, and then click "Device Whitelist" and then click "Start Detect"
button.

= MyUSBOnly 2013 9.0 by IceDeep
File  Setting Help

M y Us B@n Iy Lock the Bad Guys out of your USB ports
o - Yil
LN -

Preference Step 1: Start Detect USE Device

|>

General Setup

Device Whitelist
Minimize Application
. —_— 7 bR
Enter Licenzse \ — {
About = \‘-':“l) y.

Scan New Device Nama

Device Mame - Whitelist -
Kingston DT 101 G2 USE Device (001CCOEC34F1BB20E717011E_0)
Kingston DTLocker+ USE COCYD (001 8F30CEADEESE1B1150039_1)
Kingston DTLocker+ USE Device [0018F30CEADSESE1B1150039_0)
Multi Flash Reader USE Device [058F00111181_0)

ST320413 4 USE Device [DEF10ACEEFFE_O)

TOSHIBA Transtemory USE CODVD (QA21E37101D228FF_1)
TOSHIBA Transtemory USE Device [0A21E37101D228FF_0)

LISRNAN5& Flazh Disk 1SR Dewvics (1A1ARRONIOZO2R10_0O1 hd
Mo 5M: Tick to matching the brand and model only [Ignore device zerial number) v
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4. Now, Please insert your trusted USB storage device, the MyUSBOnly will detect to your
device, then you can click the "Add to Whitelist" button, repeat this step to add your
USB storage device.

Finally, click the "Save" button, forUSB storage device is added to the white list,
MyUSBOnly will no longer be required to enter a password to use.

> MyUSBOnly 2013 9.0 by IceDeep A=L3

File  Setting  Help
M g Us Ben Iy Lock the Bad Guys out of your. USB ports
Step 2: Plug flash drive inta your USE part and Press ‘T ~
Preference
General Setup Detect
Device whitelist )
binimize &pplication Step 3 Add USE Device to whitelist
Enter License
About Scan Mew Device Mame
Kingston DTLocker+ USE CODYD [0018F30CEADSESE1E1150039_1)
Kingston DTLocker+ USE Device [O018F30CEADEBAET1B1150033_0)
[ F sddrowhichst ] l 4 Femove l
Device Mame - whitelizt -
Kingston DT Locker+ USE CODYD [0018F30CEADSB9E1B1150039_1)
gKingston [TLocker+ USE Device (Q018F30CRADSESBT1E1150035_0)
Multi Flazh Reader USE Device [058FO01111B1_0)
5T320413 4 USE Device [DEFT0ACBETFE_D)
TOSHIBA Tranzkemary USE CODWD [QAZ1E37101D228FF_1]
TOSHIBA Transtemom USE Device [Qa2T1EIF101DZ228FF_0)
USB03054 Flash Disk USE Device [1414550010702610_0]
Mo SM: Tick to matching the brand and model only [lgnore device zerial number)
Final Step: Save Changes
l Save ] [ Cancel ]
v

5. If you have other USB devices want to add to MyUSBOnly white list, you can repeat
step 4 above to perform this operation.

FAQ - Formatting the hard disk or reinstall Windows, now

what?

If you have a computer installed MyUSBOnly, and someday you decide to format the hard
drive or reinstall Windows, then you only need to log in to your www.fetchlog.com website
and delete the computer from "Computer" page to free-up your license count. When it is
done, you can download the latest version MyUSBOnly from "Add Computer”, then install
MyUSBOnly again to your Windows.
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FAQ - Can MyUSBOnly work if we use Ghost / TrueImage to

install a Windows with MyUSBOnly installed?

You can Ghost / TrueImage Windows which installed MyUSBOnly, MyUSBOnly will still
able to work properly, of course, you need to ensure that you do not exceed the number
of computers installed in your purchased MyUSBOnly number of License, note that the
exceed installed MyUSBOnly will not working.

FAQ —MyUSBONnly trial expires?

MyUSBOnly trial version features compared to the official version

There are many restrictions (such as not providing MyUSBOnly Report and Management
feature), free use of 27 days only, you may go to www.MyUSBOnly.com site to purchase
a paid version to remove such limitation, please refer to "How to upgrade from the trial
version to MyUSBOnly paid version".

FAQ —Reinstall or upgrade MyUSBOnly whether need to
re-Activate again?

When you uninstall and reinstall or upgrade a new version, you do not need to re-Avtivate
MyUSBOnly, the Activate information will keep even you have uninstall the software, so
MyUSBOnly still operates properly and can protect your computer port security.

FAQ - How to Uninstall MyUSBOnly?

You can follow these steps to uninstall MyUSBOnly:

1. In the Start menu, locate for programs "MyUSBOnNIly by IceDeep" menu, then click on

the "Uninstall MyUSBOnNIy" to perform the uninstall process.

-"“ Windows Update

B Uninstall MyUSEORly
E| Wisit MyUSEOnly Web Site
E| Buy Mow

m User Guide

m User Guide - Cloud Center

Skartup 3
Arccessories 3

Fames *
M MyUSECnly by IceDeep b
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2. During uninstall process, you will be prompt for sure, if you are sure you want to

uninstall then please click the "Yes" button.

% Uninstall MyUSBOnly

No ‘

3. #l#E MyUSBOnly BEEFEEEfciEs A Admin & Uninstall 68 (FEEL & HEE 000000) - iy A FrES
512 OK 43l - Z 18 FRISEI#E M AV A R B P EERZ5e k. MyUSBONly HYEIE -

4. Uninstall MyUSBOnly requires you to enter Admin & Uninstall password (default
password is 000000), enter the valid password and click the "OK" button, and then

flow the interface to perform uninstall process.

™ Uninstall MyUSBOnly X

Please Input Admin Password to Uninstall.

Ok Cancel ‘

FAQ - Cannot enter private zone of usb drive or cannot format
usb drive

Release for Authentication

For unique USB devices with secure/encryption features, this feature releases
MyUSBOnly control for authentication/password entry.

You can right-click on "myusbonly" tray icon and choose "Release for Authentication" and
authentication your USB device.

General Setup

Releaze for Authenticatian |

3o to 'Web Repart Center
Safely Remove Hardware

About
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U3 Smart Drives

For example, you should perform "Release for Authentication" before issues eject of U3
device.

PRIEEE HHTFGEER (H)

.

TOSHIBA

E -]
Explore U3 Drive

,@ Manage U3 Programs
‘g. Status and Settings

49 Add Programs >3

H/ Help and Support ==

™
» About U3 Drive

Download Programs

-
Enable Security

—
1,53 GE Free - U3 Launchpad t Eject é

Transcend JetFlash Biometric (Finger Print) USB Drives
For example, you should perform "Release for Authentication" before issues exit
command for this device.

Kingston DataTraveler DTSP/Locker
For example, you should perform "Release for Authentication" before issues Login/Logout
command for this device.

£3 DT Encryptor Login |

Paszward:
|| %

USB DATAT RAVELER®

[ Trust thiz computer

(o) (=)
T

The error message shows if you forget to perform "Release for Authentication" on
Login/Logout.
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Another application haz an open connection to your
| DataTraveler Locker. Cloze all applizations and

u:h:u:_uments open on the DataTraveler Locker and try - p®
angain.

( )
]

FAQ - I do not want to activate. What can I do to turn

this off?

Activation is required for continued use of the product. Businesses and other customers
that need to acquire multiple licenses for an organization should contact MyUSBOnly
support team regarding eligibility for purchasing licenses through one of MyUSBOnly

volume licensing programs.

Report and Management Console

For more information about MyUSBOnly Report and Management, check MyUSBOnly
Report and Management User Guide.

Contact Information

For additional information and technical support, please contact IceDeep Inc,. support as

follows:
Web: www.myusbonly.com

Email: support@myusbonly.com



